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Who Am I

Björn Ruytenberg
@0Xiphorus@infosec.exchange

● PhD Candidate @ VUSec, Vrije Universiteit Amsterdam

● Security Researcher, HyperDbg lead maintainer

● x86-64 UEFI, hypervisor and PCI Express security

● Previous work: critical Intel Thunderbolt vulnerabilities (thunderspy.io)

● More info: bjornweb.nl
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https://thunderspy.io/
https://bjornweb.nl/


Summary
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Industry Assumptions

• DRM protects high value audio/video 
streaming content

• Analog capture and digital output 
interception requires special hardware; 
introduces noise and quality loss

• Hardware-backed DRM (e.g. Widevine L1, 
PlayReady SL3000) believed unbreakable 
due to TEE-based secure pipeline

Our Work – Key Insights

• Decrypted audio MUST eventually 
traverse the device I/O boundary to 
reach playback hardware

• DReaMcatcher intercepts device I/O, 
while hiding itself from DRM –
no hardware needed

• Core DRM architecture never anticipated 
hypervisor-level device I/O interception



Software-based DRM
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● 2010s: streaming media popularized by Spotify, 

Netflix, Hulu, Amazon Instant Video

● Previous work extensively studied software-based 

DRM, finding mostly design flaws and cryptographic 

weaknesses

● Examples: Steal This Movie (MovieStealer), youtube-dl 

(yt-dlp), WideLeak, Narrowbeer

Wang, Ruoyu; Shoshitaishvili, Yan; Kruegel, Christopher; Vigna, Giovanni (August 2013). "Steal This Movie: Automatically Bypassing 
DRM Protection in Streaming Media Services". 22nd USENIX Security Symposium (USENIX Security 13). pp. 687–702.



Hybrid SW/HW-based DRM
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● Security-Explorations



Modern DRM Solutions
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Google Widevine L3

Microsoft PlayReady SL2000

1 Security-Explorations – Microsoft WarBird and PMP (2024)

Software-only, in-browser decryption – history of public bypass tools

Partial TEE-based decryption – one documented, but not publicly disclosed vulnerability 1

Google Widevine L1

Full TEE-based decryption – no known vulnerabilities

Microsoft PlayReady SL3000

Full TEE-based decryption; kernel, device drivers and hardware attestation – no known vulnerabilities
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https://security-explorations.com/microsoft-warbird-pmp.html
https://security-explorations.com/microsoft-warbird-pmp.html
https://security-explorations.com/microsoft-warbird-pmp.html
https://security-explorations.com/microsoft-warbird-pmp.html
https://security-explorations.com/microsoft-warbird-pmp.html


Let’s bypass hardware-based DRM
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Goal: extract lossless audio from commercial DRM systems
operating at maximum security settings

- Requires privileged adversary, but in-scope for DRM vendor threat model

✓ Full DRM security protocol bypass

✓ Fully software-based attack

✓ No implementation flaws exploited, no licensing servers compromised

✓

✓ All major streaming vendors impacted (Netflix, Amazon Prime Video, Spotify, …)
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Full Bypass

✓

✓

✓

✓

https://security-explorations.com/microsoft-warbird-pmp.html
https://security-explorations.com/microsoft-warbird-pmp.html
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Modern DRM Architecture
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DReaMcatcher: Three-Phase Design
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Offset Size Description
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How EPT Hooks Enable DReaMcatcher
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EPT Hook Mechanism

1 DReaMcatcher marks MMIO physical memory as non-readable
2

3

Upon MMIO write, DReaMcatcher freezes driver, inspects access, dumps DMA buffer

4

Temporarily re-enables driver execution

Restores physical memory non-readable state → ready for next transfer

Extended Page Tables (EPT)

§ Intel’s implementation for second-level address translation
§ Marking EPT entries as non-readable enables hooking I/O



HyperDbg Debugger
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Get the source code:
github.com/HyperDbg/HyperDbg

● FOSS (GPLv3) hypervisor-assisted debugger

● Leverages hardware virtualization controls to deliver 
advanced debugging capabilities (e.g., EPT-based memory 
monitoring, system call interception, PMIO/MMIO debugging)

● Operates independently of OS-level debugging APIs, 
providing higher transparency than traditional debuggers

● First released for Windows (2022), actively maintained since
● Linux-based hypervisor agent work in progress – visit our website to track progress!

http://github.com/HyperDbg/HyperDbg


Impacted platforms (selected)

21

Platform DRM Audio Format Result

Netflix (Edge) PlayReady SL3000 (GPU) xHE-AAC 48kHz stereo ✓ Success

Netflix (Chrome) Widevine L1 (Intel SGX) xHE-AAC 48kHz stereo ✓ Success

Spotify Widevine L3 AAC 44.1kHz 16-bit ✓ Success

Spotify Lossless Spotify Playplay FLAC up to 16-bit/44.1kHz ✓ Success

Apple Music Lossless (App) Unidentified ALAC up to 24-bit/48kHz ✓ Success

Amazon Prime Video Widevine L3 AAC 48kHz 16-bit stereo ✓ Success

HBO Max Widevine L3 AAC 48kHz stereo ✓ Success

Apple TV+ (App) Unidentified AAC / Dolby Atmos ✓ Success



Potential Mitigations and Challenges
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Limit audio to HDMI HDCP-protected outputs only
Excludes devices without GPUs; incompatible with most speakers/headphones; HDCP subject to known vulnerabilities

HD Audio device: extend end-to-end secure pipeline to on-device TEE
Renders ALL in-market HD Audio devices obsolete

HD Audio device: to verify I/O path integrity, extend hardware attestation to device
Complex deployment, and equally renders all in-market HD Audio devices obsolete

Move decryption pipeline into confidential VM (Intel TDX / AMD-SEV)
Requires CPU support absent in most consumer devices; requires UEFI lockdown; TDX+SEV subject to known vulnerabilities

Employ hypervisor detection and anti-debugger techniques
Skilled adversaries can bypass; security through obscurity; Sony rootkit precedent shows privacy and attack surface concerns



Proof-of-Concept
DReaMcatcher dumping audio from Netflix -

Microsoft PlayReady SL3000

Demo
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Demo



A high-level overview

DRM Security 
& Privacy



Sony Audio CD rootkit (2005)
● Windows rootkit shipped with Sony BMG audio CDs, 

installed without user consent

● Hijacks operating system internals to hide its presence

● Patches CD/DVD block device access – restricts audio CD 
access to Sony’s own player application, returns garbage 
data otherwise

● Created attack surface for malware: hijacks userspace
binaries to escalate privileges to Administrator, and

● Inject itself into kernel space to compromise OS security

● Hide its own presence, even from anti-virus solutions

26

Russinovich, Mark (31 October 2005). "Sony, Rootkits and Digital Rights Management Gone Too Far".
BBC News (11 November 2005). "Viruses use Sony anti-piracy CDs”.

Halderman, J. Alex; Felten, Edward W. (August 2006). "Lessons from the Sony CD DRM Episode". Proceedings of the 15th USENIX 
Security Symposium. Vancouver, B.C., Canada: USENIX Association. pp. 77–92.



DRM trend: BYO rootkit vulnerable driver

27https://exploit-db.com/exploits/30680 https://github.com/Elvin9/NotSecDrv



DRM trend: move into highly privileged TEE
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DRM privacy implications
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● Watermark content
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DRM privacy implications
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Patat, Gwendal; Sabt, Mohamed; Fouque, Pierre-Alain (2023). "Your DRM Can Watch You Too: Exploring the Privacy Implications of 

Browsers (mis)Implementations of Widevine EME". Proceedings on Privacy Enhancing Technologies (PoPETs). 2023 (4): 306–321.



Browser-based mitigations
● Consider disabling DRM-protected content

playback

● Software-based DRM: client ID stored in
browser profile

○ Consider creating fresh profile on each
streaming session

○ Note: container tabs not sufficient here

● Hardware-based DRM: client ID based on
TEE PubKey fingerprint

○ Cannot rotate without swapping out GPU



Conclusion
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● Hardware-backed DRM protects keys and decoding, but not the final 

peripheral handoff

● DReaMcatcher: class break attack that fully bypasses Google Widevine L1 

and Microsoft PlayReady SL3000 audio DRM

● Vulnerability disclosure in September 2025 – vendor response pending

● DRM content protection and user security/privacy tradeoffs remain 

challenging
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Video: E2E secure decryption pipeline
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