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This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Web 2.1.17




Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

ELLIPTIC CURVE RANDOM NUMBER GENERATION

First Named Inventor/Applicant Name:

Daniel Richard L. Brown

Filer:

Michael K. Henry/Christie Loven

Attorney Docket Number:

29907-0037002

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Basic Filing:
Utility application filing 1011 1 390 390
Utility Search Fee 1111 1 620 620
Utility Examination Fee 1311 1 250 250
Pages:
Claims:
Claims in excess of 20 1202 17 62 1054

Miscellaneous-Filing:

Petition:




Sub-Total in

Description Fee Code Quantity Amount USD($)
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 2314




Electronic Acknowledgement Receipt

EFSID: 14992335
Application Number: 13770533
International Application Number:
Confirmation Number: 5276

Title of Invention:

ELLIPTIC CURVE RANDOM NUMBER GENERATION

First Named Inventor/Applicant Name:

Daniel Richard L. Brown

Customer Number:

94149

Filer:

Michael K. Henry/Lisa Peterson

Filer Authorized By:

Michael K. Henry

Attorney Docket Number:

29907-0037002

Receipt Date: 19-FEB-2013
Filing Date:
Time Stamp: 16:21:32

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $2314
RAM confirmation Number 4426
Deposit Account 061050
Authorized User
File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)




31234-0037002_AppTransmitta

42430

1 Transmittal of New Application Lodf no 2
’ p 3cbbf7a0e43f9d0110da902a887d65e2898f
02a7
Warnings:
Information:
31234-0037002_FeeT ittal 66020
2 Fee Worksheet (SB06) afee ransmitta no 2
.p 1b7819f08%ed2377d97867aa046e4e35a02|
Warnings:
Information:
616460
3 Power of Attorney 31234-0037002_POA.pdf no 2
4e7414bdd27cea24462eb7486db357d98¢
6fbebb
Warnings:
Information:
31234-0037002_ApplicationD 1396530
L - _ApplicationDa
4 Application Data Sheet taSheet.pdf no 6
ea27e088b6428b09%a9%a4a3678160d5e313¢]
e9034
Warnings:
Information:
o 14981492
31234-0037002_Specification.
5 yes 15
pdf
46af9405d309f3bc7340be4f0d5b8d cdaaba
eeb8
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 11
Claims 12 14
Abstract 15 15
Warnings:
Information:
. - 1854717
6 Drawings-only black and white ine | - 31534 6037002 Drawings pdf no 6
drawings
81046d04b04120d61a7ca3995d24935¢55¢
60546
Warnings:
Information:
. 81031
31234-0037002_PreliminaryAm
7 yes 8
endment.pdf
0441dbe23e04d8aaf6ad93a698ac5c974fc2)
8d41
Multipart Description/PDF files in .zip description
Document Description Start End




Preliminary Amendment 1 1

Specification 2 2
Claims 3 7
Applicant Arguments/Remarks Made in an Amendment 8 8

Warnings:

Information:

45294
Information Disclosure Statement (IDS)
8 Form (SB0S) 31234-0037002_IDS.pdf no 10
0f70a540d 9951748852 10fa97137305b 751
388c
Warnings:
Information:
This is notan USPTO supplied IDS fillable form
36633
9 Fee Worksheet (SB06) fee-info.pdf no 2
5169136eed5f3bc1d94c53ad6abc5a4e666
3932e
Warnings:
Information:
Total Files Size (in bytes); 19120607

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.




Doc Code: PALL

- - o . PTO/AIA/B2A (07-12)
Pocument Description: Power of Attorney

Approved for use through 11/30/2014. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

M

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B or equivalent) to identify the
application to which the Power of Attorney is directed, in accordance with 37 CFR 1.5. If the Power of Attorney by Applicant form
is not accompanied by this transmittal form or an equivalent, the Power of Attorney will not be recognized in the application.

Application Number

Filing Date February 19, 2013

First Named Inventor Daniel Richard L. Brown et al.
Title Elliptic Curve Random Number Generation
Art Unit

Examiner Name

Attorney Docket Number | 20007-0037002

SIGNATURE of Applicant or Patent Practitioner

Signature {Michael K. Henry/ pate FEDYUANY 19, 2013
Name Michael K. Henry, Ph.D. P14-747-5070

Registration Number 59§/§ 6

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications.

Telephone

D *Total of forms are submitted.

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes
to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.



Yo
\\ 2

L
\\

”
7,
Yk
7%
Yt

irrrrsrr s

e

4%

s
%

e
i

P
e
oy
P

%
il L

B e R —

P

“
-

VR

3
3

N
Lo

NN v v

PRI




PTO/AIA/14 (08-12)
Approved for use through 01/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persoens are required to respond to a collection of information unless it contains a valid CMB control number.

) ) Attorney Docket Number | 29907-0037002
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | ELLIPTIC CURVE RANDOM NUMBER GENERATION

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
[] 37CFR5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.}

Inventor Information:
Inventor 1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
Daniel Richard L. Brown
Residence Information (Select One) () US Residency  (¢) Non US Residency () Active US Military Service
City | Mississauga Country of Residence CA

Mailing Address of Inventor:

Address 1 4701 Tahoe Blivd., Ext. 14157

Address 2

City Mississauga | State/Province | ON
Postal Code LAW 0B5 | Country 1 | cA

Inventor 2

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
Scott Alexander Vanstone
Residence Information (Select One) () US Residency  (8) Non US Residency () Active US Military Service
City | campbellville Country of Residence CA

Mailing Address of Inventor:

Address 1 10140 Pineview Trail

Address 2

City Campbellville | State/Province | ON
Postal Code | LOP 1BO | Country ! CA

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention ELLIPTIC CURVE RANDOM NUMBER GENERATION

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 94149

Email Address | AddEmail |  [Remove Email

Application Information:

Title of the Invention ELLIPTIC CURVE RANDOM NUMBER GENERATION

Attorney Docket Number| 29907-0037002 Small Entity Status Claimed [ |
Application Type Nonprovisional

Subject Matter Utility

Suggested Class (if any) Sub Class (if any) |

Suggested Technology Center {if any)

Total Number of Drawing Sheets (if any) 6 Suggested Figure for Publication (if any)

Publication Information:
[ ] Reguest Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. I hereby request that the attached application not be published under

[[] 35U.S.C.122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: (e) Customer Number (O US Patent Practitioner (> Limited Recognition (37 CFR 11.9)
Customer Number 94149

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(¢) or indicate
National Stage entry frem a PCT application. Providing this information in the application data sheet constitutes the
specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

Prior Application Status | Pending
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Application Data Sheet 37 CFR 1.76

Attorney Docket Number

24907-0037002

Application Number

Title of Invention

ELLIPTIC CURVE RANDOM NUMBER GENERATION

Application Number

Continuity Type

Prior Application Number

Filing Date (YYYY-MM-DD)

Continuation of

11336814

2006-01-23

Prior Application Status | Expired
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)

11336814

non provisional of

60644982

2005-01-21

by selecting the Add button.

Additional Domestic Benefit/National Stage Data may be generated within this form

Add

Foreign Priority Information:

This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b)
and 37 CFR 1.55(a).

[ Remove |
Application Number Country | Filing Date (YYYY-MM-DD) Priority Claimed
(O Yes (& No
Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Authorization to Permit Access:

Authorization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO),

the Japan Patent Office (JPO), the Korean Intellectual Property Office (KIPO}, the World Intellectual Property Office (WIPO),
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application

is filed access to the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant
does not wish the EPQ, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming priority
to the instant patent application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14(h){3), access will be provided to a copy of the instant patent application with respect

to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application

claims priority under 35 U.S.C. 119(a)-{d) if a copy of the foreign application that satisfies the cerlified copy requirement of
37 CFR 1.55 has been filed in the instant patent application; and 3) any U_S. application-as-filed from which benefit is
sought in the instant patent application.

In accordance with 37 CFR 1.14(c}, access may be provided to information concerning the date of filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention ELLIPTIC CURVE RANDOM NUMBER GENERATION

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an

applicant und

proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should he
identified in this section.

er 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient

Remove

O Assignee () Legal Representative under 35U.S.C. 117

@ Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventaor :

If the Assignee is an Organization check here.

Organization Name

Certicom Corp.

Mailing Address Information:

Address 1 4701 Tahoe Blvd.
Address 2 Tahoe A, 6th Floor
City Mississauga State/Province ON
Country il cA Postal Code L4W 0BS5S
Phone Number Fax Number
Email Address
Additional Applicant Data may be generated within this form by selecting the Add button. Add

Signature:

NOTE: This form must be sighed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and

certifications

Signature |/Michael K. Henry/ Date (YYYY-MM-DD)| 2013-02-19
First Name | Michael K. Last Name | Henry, Ph.D. Registration Number | 59516
Additicnal Sighature may he generated within this form by selecting the Add button. Add
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention ELLIPTIC CURVE RANDOM NUMBER GENERATION

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark OCffice, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.5.C. 2(b)(2); (2) furnishing of the information sclicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S5.C. 552)
and the Privacy Act (& U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U_.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GS8A regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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ELLIPTIC CURVE
RANDOM NUMBER GENERATION

{0001]  This application claims priority from United States Provisional Patent Application
No, 60/644,982 filed on January 21, 2005,

FIELD OF THE INVENTION:

{0062]  The present invention relates to systerus and methods for cryptographic random

number generation,

DESCRIPTION OF THE PRIOR ART

{0003}  Random numbers are utilised in many cryptographic operations to provide underlying
security. In public key infrastractures, for example, the private key of a key pair is generated by a
random number generator and the corresponding public key mathematically derived therefrom.

A new key pair may be generated for each session and the randomness of the generator therefore

1s critical to the security of the cryptographic system.

{0804}  To provide a secure source of random numbers, cryptographically secure
pssudorandom bit generators have been developed in which the security of each generator relies
on a presumed intractability of the underlying number-theoretical problem. The American
National Standards Institute (ANSI) has set up an Accredited Standards Committee (ASC) X9
for the financial services industry, which is preparing 2 American National Standard (ANS)
X9.82 for cryptographic random number generation (RNG). One of the RNG methods in the
draft of X9.82, called Dual EC_DRBG, uses elliptic curve cryptography (ECC) for its security.
Dual_EC _DRBG will hereinafter be referred to as elliptic curve random number generation
{ECRNG).

{0005]  Elliptic curve cryptography relies on the intractability of the discrete log problem in
cyclic subgroups of elliptic curve groups. An elliptic curve E is the set of points (x, y) that satisfy

the defining equation of the slliptic curve. The defining sguation is a cubic equation, and is non-
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singular. The coordinates x and y are glements of a field, which is a set of clements that can be
added, subtracted and divided, with the exception of zero. Examples of fields include rational
numbers and real numbers. There are also finite fields, which are the fields most often used in

cryptography. An example of a finite field is the set of integers modulo a prime 4.

[ea06]  Without the loss of generality, the defining equation of the elliptic curve can be in the
Weierstrass form, which depends on the field of the coordinates. When the field £ is integers
raodulo 2 prime ¢ > 3, then the Weierstrass equation takes the form y* = ¥° + ax + b, where o and

b are elements of the field .

{0007}  The elliptic curve L includes the poinis (x, y) and one further point, namely the point
{ at infinity. The elliptic curve & also has a group structure, which means that the two points P
and  on the curve can be added to form a third point # + Q. The point & is the identity of the
group, meaning £+ 0=+ P=p, for all points P. Addition is associative, so that # +{J + R)
= (P4 0y + R, and commutative, so that P+ @ = + R, for all points , J and R. Each point P
has a negative point ~7, such that F + (-P} = 0. When the curve equation is the Weierstrass
equation of the form V' =X+ ax + b, the negative of £ = {x, ¥} is determined easily as

~F = {x, -y}. The formula for adding points P and  in terms of their coordinates is only

moderately complicated involving just a handful of field operations,

{0608}  The ECRNG uses as input two elliptic curve points P and (J that are fixed. These
points are not assumed to be secret. Typically, P is the standard generator of the elliptic curve

domain parameters, and ( is some other point. In addition a secret seed 15 inserted into the
ECRNG.

{6609  The ECRNG has a state, which may be considered to be an integer 5. The state sis

updated every time the ECRNG produces an output. The updated state is computed as u = z{sF),
where z(} is a function that converts an elliptic curve point to an integer. Generally, z consists of
taking the x-coordinate of the point, and then converting the resulting field element to an integer.

Thus 2 will typically be an integer derived from the x-coordinate of the point 5,

21492845.1




o

B =S o4 4

w2

SO T R (N (%
ﬁ&zﬁ.&w

{0618]  The output of the ECRNG is computed as follows: r = ((2{s0}), where { is a truncation
function. Generally the truncation function removes the leftmost bits of its input. In the
ECRNG, the number of bits truncated depends on the choice of elliptic curve, and typically may
be in the range of 6 to 19 bits.

{0011}  Although F and {J are known, it is believed that the cutput » is random and cannot be
predicted. Therefore successive values will have no relationship that can be exploited to obtain
private keys and break the cryptographic functions. The appheant has recognised that anybody
who knows an integer o such that § = 4P, can deduce an integer ¢ such that ed = | mod », where
n 1s the order of G, and thereby have an integer e such that P =e(J. Suppose U= sP and R = 50,
which are the precursors to the updated state and the ECRNG output. With the integer e, one can
compute {J from K as I/ = eR. Therefore, the output 7 = #(z{R}), and possible values of K can be
determined from #. The truncation function means that the truncatad bits of K would have to be
guessed. The z function means that only the x-coordinate is available, so that decompression
would have to be applied to obtain the full point B, Tn the case of the ECRNG, there would be
somewhere between about 2° = 64 and 2% (i.e. about half & million) possible points R which

correspond to r, with the exact number depending on the curve and the specific value of 1.

[0812]  The full set of R values is easy to determine from #, and as noted above,
determination of the correct value for R determines U= eR, if one knows e, The updated state is
w = z{{/), 50 it can be determined from the correct value of R, Therefore knowledge of rand e
allows one to determine the next state to within a number of possibilities somewhere between 2°
and 2. This uncertainty will invariably be eliminated once another cutput is observed, whether

directly or indirsctly through a one-way function.

[8013]  Onee the next stale is determined, all future states of ECRNG can be determined
because the ECRNG is a deterministic function. {at least unless additional random entropy is fed
into the ECRNG state) All outputs of the ECRNG are determined from the determined states of
the ECRNG. Therefore knowledge of r and e, allows one to determine all fisture outputs of the
ECRNG.
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{0014] It has therefore been identified by the applicant that this method potentially possesses
a trapdoor, whereby standardizers or implementers of the algorithm may possess a piece of
information with which they can use a single cutput and an instantiation of the RNG to
determing all future states and output of the RNG, thereby completely compromising its security.
It is therefore an object of the present invention to obviate or mitigate the above mentioned

disadvantages.
SUMMARY OF THE INVENTION

{0015]  In one aspect, the present invention provides a method for computing a verifiably
random point 2 for use with another point 7 in an elliptic curve random number generator
comprising computing a hash including the point £ as an input, and deriving the point { from the
hash.

{0016]  In another aspect, the present invention provides a method for producing an elliptic
curve random number comprising generating an output using an elliptic curve random mumber

generator, and truncating the output to generate the random pumber.

[6617]  In vet another aspect, the present invention provides a method for producing an
elliptic curve random number comprising generating an output using an elliptic curve random
nurnber generator, and applying the output to a one-way function to generate the random

pumber,

I0018]  In yet another aspect, the present invention provides a method of backup functionality
for an elliptic curve random number generator, the method comprising the sieps of computing an
sscrow key e upon determination of a point { of the elliptic curve, whereby P = ¢Q, P being
another point of the elliptic curve; instituting an administrator, and having the administrator store
the escrow key e; having members with an elliptic curve random nurmber generator send to the
administrator, an output 7 generated before an output value of the generator; the administrator

logging the output r for future determination of the state of the generator.
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BRIEF DESCRIPTION OF THE DRAWINGS

180191  An embodiment of the invention will now be described by way of example only with

reference to the appended drawings wherein:

{0026]  Figure 1 is a schematic representation of a cryptographic random number generation

scheme,

{6021}  Figure 2 is a flow chart illustrating a selection process for choosing elliptic curve

points.
{0622]  Figure 3 is a block diagram, similar to figure 1 showing a further embodiment

{6023] Figurs 4 is flow chart illustrating the process implemented by the apparatus of Figure
3

[6824]  Figure S is a block diagram showing a further embodiment.

{6623]  Figure & is a flow chart illusirating yet ancther embodiment of the process of Figure
2.

{0026]  Figure 7 is schematic representation of an administrated cryplographic random

number generation scheme,
[8027]  Figure B is a flow chart illustrating an escrow key selection process.

[6028]  TFigurs 9 is a flow chart lustrating a method for securely utilizing an escrow key.

DETAILED DESCRIPFTION OF THE INVENTION

10029}  Referring therefore to Figure 1, a cryptographic random number generator (ECRNG)
10 includes an arithmetic unit 12 for performing elliptic curve computations. The ECRNG also

includes a secure register 14 to retain a state value s and has a pair of inputs 16, 18 to receive a

31492845,
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pair of initialisation points P, . The points P, { are elliptic curve points that are assumed to be
known. An output 20 is provided for communication of the random integer to a cryptographic

module 22, The initial contents of the register 14 are provided by a seed input 5.

{00368]  This input 16 representing the point P is in a {first embodiment, selected from a known

value published as suitable for such use.

[6031]  The input 18 is obtained from the output of a one way function in the form of a bash
function 24 typically a cryptographically secure hash function such as SHAT or SHAZ that
receives as inputs the point P. The function 24 operates upon an arbitrary bit string A to produce
a hashed output 26. The output 26 is applied to arithmetic unit 12 for further processing o

provide the input (1.

{6632]  Inoperation, the ECRNG receives a bit string as a seed, which is stored in the register
14. The seed is maintained secret and is selected to meet pre-established cryptographic criteria,
such as randomness and Haroming weight, the criteria being chosen to suit the particular

application,

~ j0033] In order to ensure that d is not likely to be known {(e.g. such that P = d0J, and ed =1

mod #); one or both of the inputs 16, 18 is chosen so as to be verifiably random. In the
embodiment of Figure 1,  is chosen in a way that is verifiably random by deriving it from the
output of a hash-function 24 {preferably one-way) whose input includes the point P, As shown
in Figure 2 an arbitrary string 4 is selected at step 202, a hash &/ of 4 is computed at step 204
with £ and optionally S as inputs to a hash-based function Fr(), and the hash & is then converted
by the arithmetic unit 12 to a field element X of a desired field F at step 206. P may be pre-
computed or fixed, or may also be chosen to be a verifiably random chosen value. The field
element X is regarded as the x-coordinate of @ (thus a “compressed” representation of {J}. The x-
coordinate is then tested for validity on the desired elliptic curve £ at step 208, and whether or
not X is valid, is determined at step 210. If valid, the x-coordinate provided by element X'is
decompressed to provide point  at step 212. The choice of which of two possible values of the

y co-ordinate is generally derived from the hash value.

21492845.1
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{0034]  The points P and {J are applied af respective inputs 16, 18 and the arithmaetic unit 12
computes the point 5O where 5 is the current value stored in the register 14. The anithmetic unit
12 converts the x-coordinate of the point (in this example point s¥) to ap integer and truncates

the value to obtain » = #{z{s()). The truncated value r 15 provided to the output 20.

{0035]  The arithmetic unit 12 similarly computes a value to update the register 14 by
computing 5P, where 5 is the value of the register 14, and converting the x-coordinate of the
point sP to an integer «. The integer w is stored in the register to replace s for the next iteration.

{diito above}

{0036}  As noted above, the point P may also be verifiably random, but may also be an
established or fixed value., Therefore, the embodiment of Figure 1 may be applied or retrofitted
to systems where certain base points {e.g. F) are already implemented in hardware, Typically,
the base point P will be some already existing base point, such as those recommended in Federal
Information Processing Standard (FIPS) 186-2. In such cases, F is not chosen to be verifiably

random.

8037} In general, inclusion of the point £ in the input to the bash function ensures that P
was determined before O is determined, by virtue of the one-way property of the hash function
and since { is derived from an already determined F. Because P was detenmined before Q,‘it is
clearly understood that P could not have been chosen as 3 multiple of J (e.g. where F = ()}, and
therefore finding d is generally as hard as solving a random case of the discrete loganthm

problem.

[0038]  Thus, having a seed value § provided and a hash-based function F{) provided, a
verifier can determine that O = F(§,P), where F may or may not be verifiably random,
Similarly, one could compute P = F(5,0} with the same effect, though it is presumed that this is
not necessary given that the value of P in the early drafis of X9.82 were identical to the base
points specified in FIPS 186-2

[00398]  The generation of @ from a bit string as outlined above may be performed externally
of the ECRNG 10, or, preferably, internally using the arithmetic unit 12. Where both P and

21492845.1
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are required to be verifiably random, a second bash function 24 shown in ghosted outline in
Figure 1 is incorporated to generate the coordinate of point P from the bil string A. By providing

a hash function for at least one of the inputs, a verifiably random input is obtained.

[0040] It will also be noted that the output generated is derived from the x coordinate of the
point sP. Accordingly, the inputs 16, 18 may be the x coordinates of P and {J and the
corresponding values of $P and s obtained by using Montgomery multiplication techniques

thereby obviating the need for recovery of the y coordinates.

{0041} An alternative method for choosing O is to choose ( in some cancnical form, such
that iis bit representation contains some string that would be difficult to produce by generating

{3 = dP for some known & and £ for example a representation of a name. It will be appreciated
that intermediate forms between this method and the preferred method may also exist, where O is
partly canonical and partly derived verifiably at random. Such selection of J, whether verifiably

random, canonical, or some intermediate, can be called verifiable.

[0042] Another alternative method for preventing a key escrow attack on the cutput of an
ECRNG, shown in Figures 3 and 4 is to add a truncation function 28 to ECRNG 10 to truncate
the ECRNG cutput to approximately half the length of a compressed elliptic curve point.
Preferably, this operation is done in addition to the preferred method of Figure 1 and 2, however,
it will be appreciated that it may be performed as a primary measure for preventing a key sscrow
attack. The benefit of truncation is that the list of R values associated with a single ECRNG
output 7 is typically infeasible to search. For example, for a 160-bit elliptic curve group, the
number of potential points R in the list is about 2%°, and searching the list would be about as hard
as solving the discrete logarithm problem. The cost of this method is that the ECRNG 15 made
half as efficient, because the output length is effectively halved.

[0043]  Yet ancther alternative method shown in Figure 5 and 6 comprises filtering the cutput
of the ECRMNG through another one-way function Fi,, identified as 34, such as a hash function
to generate a new output. Again, preferably, this operation is performed in addition to the
preferred method shown in Figure 2, however may be performed as a primary measure {0 prevent

key escrow attacks. The extra hash is relatively cheap compared to the elliptic curve operations

21492845.1
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performed in the arithmetic unit 12, and does not significantly diminish the security of the
ECRNG.

{0044]  As discussed above, to effectively prevent the existence of escrow keys, a verifiably
random { should be accompanied with either a verifiably random £ or a pre-established £. A
pre-established P may be a point F that has been widely publicized and accepted to have been
selected before the notion of the ECRNG 12, which consequently means that F could not have

been chosen as P = e(J because § was oot created at the time when £ was established.

[6045]  Whilst the above techniques ensure the security of the system using the ECRNG by
“closing” the trap door, it is also possible to take advantage of the possible interdependence of £

and (3, namely where P = ¢, through careful use of the existence of .

{0046]  In such a scenario, the value ¢ may be regarded as an escrow key, If P and {J are
established in a security domain controlled by an administrator, and the entity who generates
for the domain does so with knowledge of e {or indirectly via knowledge of ¢). The administrator

will have an escrow key for every ECRNG that follows that standard.

{8047} Escrow keys are known to have advantages in some contexts. They can provide s
backup functionality. If a cryptographic key is lost, then data encrypted under that key is also
lost. However, encryption keys are generally the output of random number generators,
Therefore, if the ECRNG is used to gensrate the encryption key X, then it may be possible that
the escrow key e can be used to recover the encryption key XK. Escrow keys can provide other
functionality, such as for use in a wiretap. In this case, trusted law enforcement agents may need
to decrypt encrypted traffic of criminals, and to do this they may want to be able to use an

escrow key to recover an encryplion key.

10048]  Figure 7 shows a domain 40 having & number of ECRNG s 10 each associated with a
respective member of the domain 40, The domain 40 communicates with other domains 40a,
40b, 40c through a network 42, such as the internet. Each ECRNG of a domain has a pair of
identical inputs P,Q. The domain 40 includes an administrator 44 who maintains in a secure

mManner an escrow key e,
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{8049}  The administrator 44 chooses the values of P and @ such that he knows an escrow
key ¢ such that O = . Other members of the domain 40 use the values of £ and {, thereby

giving the administrator 44 an gscrow key e that works for all the members of the organization.

{00501  This is most useful in its backup functionality for protecting against the loss of
encryption keys. Escrow keys e could also be made member-specific so that each member has

its own escrow e from points selected by the administrator 44,

{0051]  As generally denoted as numeral 400 in Figure 8, the administrator imtially selects a
potnt P which will generally be chosen as the standard generator P for the desired elliptic curve
402. The administrator then selects & value d and the point Q will be determined as @ = P 404,
for some random integer d of appropriate size. The escrow key ¢ is computed as ¢ = &' mod »

406, where n is the order of the generator F and stored by the administrator,

{0052} The secure use of such an escrow key 34e is generally denoted by numeral SO0 and
tustrated in Figure 8. The administrator 44 is first instituted 502 and an escrow keys e would be

chosen and stored 504 by the administratord4

{80831  In order for the escrow key to function with full effectiveness, the escrow
administrator 44 needs divect access to an ECRNG output value » that was generated before the
ECRNG output value & (1.2, 18) which is to be recovered. It is not sufficient to have indirect
access to r via @ one-way function or an epcryption algorithm. A formalized way to achieve
this is to have each member with an ECRNG 12 communicate with the administrator 44 as
indicated at 46 in figure 7. and step 506 in figure 9. This may be most useful for encrypted file
storage systems or encrypted emat] accounts. A more seamless method may be applied for
cryptographic applications. For example, in the SSL and TLS protocols, which are used for
securing web (HTTP) traffic, a client and server perform a handshake in which their first actions

are to exchange random values sent in the clear,

{8054]  Many other protocols exchange such random values, often called nonces. Ifthe
escrow administrator observes these nonces, and keeps 8 log of them 508, then later it may be

able to determine the necessary » value. This allows the administrator to determine the

214938451
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subseguent state of the ECRNG 12 of the client or server 510 {whoever is a member of the
domain}, and thereby recover the subsequent ECRNG 12 values. In particular, for the client who
generally generates a random pre-master secret from which is derived the encryption key for the
SSL or TLS session, the eserow key may allow recovery of the session key. Recovery of the

session key allows recovery of the whole SSL or TLS session.

0055} If the session was logged, then it may be recovered. This does not compromise long-
term private keys, just session keys obtained from the output of the ECRNG, which should

alleviate any concern regarding general suspicions related to escrows.

{0836]  Whilst escrow keys are also known to have disadvantages in other contexts, their
control within specific security domains may alleviate some of those concerns. For example,
with digital signatures for non-repudiation, it is crucial that nobody but the signer has the signing
key, otherwise the signer may legitimately argue the repudiation of signatures. The existence of
escrow keys means the some other entity has access to the signing key, which enables signers to
argus that the sscrow key was used to obtain their signing key and subsequently generate their
signatures. However, where the domain is limited to a particular organisation or part of an
crganisation it may be sufficient that the organisation cannot repudiate the signature. Lost
signing keys do not imply lost data, unlike sncryption keys, so there is little need to backup

signing keys.

{0057} Although the invention has been described with reference to certain specific
embodiments, various modifications thereof will be apparent to those skilled in the art without

departing from the spirit and scope of the invention as outlined in the claims appended hersto.

254928453
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What is claimed is:

1. A methed of computing a random number for use in a cryptographic operation comprising
the steps of providing a pair of inputs to an elliptic curve random number generator with each
input representative of at least one coordinate of an elliptic curve point and with at Isast one

of said inputs being verifiably random.

2. A method according to claim 1 wherein said at least one input is obtained from an outputofa

hash function.

3. A method according to claim 2 wherein the other of said inputs is utilized as an input to said

hash function.

4. A method according to claim 1 wherein said random number generator has a secret value and

said secret value is used to compute scalar multiples of said points represented by said inputs,

5. A method according to claim 4 wherein one of said scalar multiples is used to derive said
random number and the other of said scalar multiples is used to changg said secret value for

subsequent use.

&. A method according to claim 2 wherein said output of said hash function 15 validated as a

coordinate of a point on an elliptic curve prior to utilization as satd input.

7. A method according to claim 6 wherein another coordinate of said point is obtained from

said one coordinate for inclusion as said input.

8. A method according to claim 7 wherein said other input is & representation of an elliptic

curve point.

9. A method according to claim 5 wherein said random number is derived from said scalar
multiple by selecting one coordinate of said point represented by said scalar multiple and

truncating said coordinate to a bit string for use as said random number.

21492845.1
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10. A method according to claim 9 wherein said one coordinate is truncated in the order of one

half the length of a representation of an elliptic curve point representation.

11. A method according to claim 5 wherein said random number is derived from said scalar
multiple by selecting one coordinate of said point represented by said scalar multiple and

hashing said one coordinate to provide a bit string for use as said random number,

12. A method according to claim 1 wherein said verifiably random input is chosento be of 3
canonical form whereby a predetermined relationship between said inputs is difficult to

maintain,

13. A method of computing a random number for use in a cryptographic operation, said method
comprising the steps of providing a pair of inputs, each representative of at least one
coordinate of a pair of elliptic curve points to an elliptic curve random sumber generator,
obtaining an output representative of at least one coordinate of a scalar multiple of an efliptic
curve point and passing said output through a one way function to obtain a bit string for use

as & random number.
14. A method according to claim 13 whersin said one way function is a hash function.

13, An elliptic curve random number generator having a pair of inputs each representative of at
least one coordinate of a pair of elliptic curve points and an output for use as a random

number in a cryptographic operation, at least one of said inputs being verifiably random.

16. An elliptic curve random nwmber generator according to claim 15 wherein said one inputis

derived from an output of a one way function.

17. An elliptic curve random number generator according to claim 16 wherein said one way

function is 2 hash function.

18. An elliptic curve random number generator according to claim 17 wherein the other of said

inputs is provided as an input to said hash function.

214928451
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19. A method of establishing an escrow key for a security domain within a network, said method
comprising the steps of establishing a pair of points PO as respective inputs o an elliptic
curve random number generator with a relationship between said point such that P = (g,
storing said relationship & as an escrow key with an administrator and generating from said

elliptic curve random number generator a random number for use in cryptographic operations

within said domain.
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ABSTRACT

An elliptic curve random number generator avoids escrow keys by choosing a point { on the
etliptic curve as verifiably random. An arbitrary string is chosen and a hash of that string
cormputed. The hash is then converted to & fisld element of the desired field, the field elemant
regarded as the x~coordinate of a point ¢ on the elliptic curve and the x-coordinate is tested for
validity on the desired elliptic curve. If valid, the x-coordinate is decompreassed to the point ,
wherein the choice of which is the two points is also derived from the hash value. Intenticnal
use of escrow keys can provide for back up functionality. The relationship between P and J is
used as an escrow key and stored by for a security domain. The administrator logs the cutput of

the generator to reconstruct the random number with the escrow key,

21492845.1
-15-



Elliptic Curve Random Number Generation
Certicom Corp
28807-0037002

Page 1 of 6

ool

o, 4

T EE0DI4

e

-

V § N H
2]
45 it : '
d DouseRf 1)
ﬂ/Jhm m . awawﬂsal 7
iz 4 ;
24 ”
) o AR :
AW ajsouniy, "X o s &l Apmd g PEA e WIH eV
1 I ST ;




Elliptic Curve Random Number Generation
Certicom Corg.
28807-0037002

Page 20f 6

202
Choose an arbitrary J /2@&)

string A

CompufehashH;, | /904
H = F(S,P)

Converthash Hiofield | /7 208
glement X

Test x-coordinate s 208
for validity on cuve E

210
o
NO YES
“m—-m<\i/iﬁd?//
¥

Decompress Xto
obiain point Q

Figure 2



Elliptic Curve Random Number Generation
Certicom Corg.
29807-0037002

Page 3of &
o ry
s = 7 S—
16 trancaie
P33
( 28
FIGURE 3
r !
Qe S 8
p - ECRNG truncate

( <34

19

FIGURE S




Input P,0Q),Seed

Generate
random number

Truncale
random sumber

Figure 4

Cutput {Q)
from Fig?

E—

Input B3, Secd

Generate
random number (RN}

Apply second hash;
Fua{RI)

New sutput

Figure &

90 ¢ abey

UOREZIBUSE) JOGUUNN WOPUEY 8A

N ondyz



Elliptic Curve Random Number (Generation

Cearticom Corp.
20007-0037002
Fage Sof &

[r/’ .......................

: 10
Random Munber Generator (RNG) :
23 Cuiput
Cryplographic /,/
unit :
, M 1

14

¢

,..E.
@
3
s
5
4
H
3
3
,.:.;.“, ‘.;-,,-s

]

18
Yo .
Administrator —
E Escrow Key E :
~ !
©
44

<4E}§3

<-’ma

FIGURE 7

45



Choose point P as

4902
standard generator S
ki
Dietermine point Q
B |4
¥
Compute escraw |/~ 486

key e

500

Institute an

k2

Choose and siors

¥

Send value r i0

\4

Administrator logs

l

admimistrator bt 302

an escrow key e S04

administraior ,.f 506

output /508

Possible later use of

iog 1o determine state js i

of BCRNG

Figure 9

g jo g efeg

UOREZIBUSE) JOGUUNN WOPUEY 8A

N ondyz



Attorney Docket No.: 29907-0037002
/35404-US-CNT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant : Daniel Richard L. Brown et al. Art Unit : Unknown

Serial No. : Unknown Examiner : Unknown
Filed : February 19, 2013
Title : ELLIPTIC CURVE RANDOM NUMBER GENERATION

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

PRELIMINARY AMENDMENT
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Amendments to the Specification:

Please replace paragraph [0001] found on page 1 with the following amended paragraph:

This application is a continuation of and claims priority from United States Patent

Application No. 11/336.814, filed on January 23, 2006, which is hereby incorporated by

reference and which claims priority from United States Provisional Patent Application

No. 60/644,982 filed on January 21, 2005.




Applicant : Scott Alexander Vanstone et al. Attorney’s Docket No.: 29907-0037002

Serial No. : Unknown /35404-US-CNT
Filed : February 19, 2013
Page : 30f8

Amendments to the Claims:

This listing of claims replaces all prior versions and listings of claims in the application:

Listing of Claims:

1-19. (Cancelled)

20. (New) A computer-implemented method of generating a random number for use in a
cryptographic operation, the method comprising:

generating a random number by operating one or more processors on a pair of inputs,
cach input representing at least one coordinate of a respective one of a pair of elliptic curve
points, at least one input of the pair of inputs being generated in a manner to ensure that one
point of the pair of elliptic curve points is not a multiple of the other point of the pair of elliptic

curve points.

21. (New) The method of claim 20, wherein the at least one of the pair of inputs is obtained

from an output of a hash function.

22. (New) The method of claim 21, wherein the other input of the pair of inputs is obtained

from an output of a hash function.

23. (New) The method of claim 21, wherein the other input of the pair of inputs is used as an

input to the hash function.

24. (New) The method of claim 23, wherein the other input of the pair of inputs represents an

elliptic curve point.

25.  (New) The method of claim 21, further comprising:
testing the output of the hash function to determine whether the output is a valid

coordinate of a point on an elliptic curve before using the output as one of the inputs.
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26.  (New) The method of claim 25, wherein the output is a valid coordinate of a first elliptic

curve point, and the method comprises obtaining another coordinate of the first elliptic curve

point before using the first elliptic curve point as one of the inputs.

27.  (New) The method of claim 20, further comprising using a secret value to compute scalar

multiples of each of the points represented by the pair of inputs.

28.  (New) The method of claim 27, further comprising using one of the scalar multiples to
derive the random number and using the other of the scalar multiples to change the secret value

for subsequent use.

29.  (New) The method of claim 27, further comprising deriving the random number from one
of the scalar multiples by selecting one coordinate of the point represented by the one of the

scalar multiples and truncating the coordinate to a bit string for use as the random number.

30.  (New) The method of claim 29, wherein truncating the coordinate includes removing the

highest order half of the bits in an elliptic curve point representation.

31.  (New) The method of claim 27, further comprising deriving the random number from one
of the scalar multiples by selecting one coordinate of the point represented by the one of the
scalar multiples and hashing the one coordinate to provide a bit string for use as the random

number.

32. (New) The method of claim 20, comprising generating the pair of inputs in a manner to
ensure that one point of the pair of elliptic curve points is not a multiple of the other point of the

pair of elliptic curve points.

33. (New) A non-transitory computer-readable medium comprising instructions that are
operable when executed by one or more processors to perform operations comprising:
generating a random number from a pair of inputs, each input representing at least one
coordinate of a respective one of a pair of elliptic curve points, at least one input of the pair of
inputs being generated in a manner to ensure that one point of the pair of elliptic curve points is

not a multiple of the other point of the pair of elliptic curve points.
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34. (New) The computer-readable medium of claim 33, wherein the at least one of the pair of

inputs is obtained from an output of a hash function.

35. (New) The computer-readable medium of claim 34, wherein the other input of the pair of

inputs is obtained from an output of a hash function.

36. (New) The computer-readable medium of claim 34, wherein the other input of the pair of

inputs is used as an input to the hash function.

37. (New) The computer-readable medium of claim 36, wherein the other input of the pair of

inputs represents an elliptic curve point.

38. (New) The computer-readable medium of claim 34, the operations further comprising:
testing the output of the hash function to determine whether the output is a valid

coordinate of a point on an elliptic curve before using the output as one of the inputs.

39. (New) The computer-readable medium of claim 38, wherein the output is a valid
coordinate of a first elliptic curve point, and the operations comprise obtaining another
coordinate of the first elliptic curve point before using the first elliptic curve point as one of the

inputs.

40.  (New) The computer-readable medium of claim 33, the operations further comprising
using a secret value to compute scalar multiples of each of the points represented by the pair of

inputs.

41.  (New) The computer-readable medium of claim 40, the operations further comprising
using one of the scalar multiples to derive the random number and using the other of the scalar

multiples to change the secret value for subsequent use.

42.  (New) The computer-readable medium of claim 40, the operations further comprising
deriving the random number from one of the scalar multiples by selecting one coordinate of the
point represented by the one of the scalar multiples and truncating the coordinate to a bit string

for use as the random number.



Applicant : Scott Alexander Vanstone et al. Attorney’s Docket No.: 29907-0037002

Serial No. : Unknown /35404-US-CNT
Filed : February 19, 2013

Page : 60f8

43. (New) The computer-readable medium of claim 42, wherein truncating the coordinate

includes removing the highest order half of the bits in an elliptic curve point representation.

44.  (New) The computer-readable medium of claim 40, the operations further comprising
deriving the random number from one of the scalar multiples by selecting one coordinate of the
point represented by the one of the scalar multiples and hashing the one coordinate to provide a

bit string for use as the random number.

45.  (New) A random number generator system comprising one or more processors
configured to:

generate a random number from a pair of inputs, each input representing at least one
coordinate of a respective one of a pair of elliptic curve points, at least one input of the pair of
inputs being generated in a manner to ensure that one point of the pair of elliptic curve points is

not a multiple of the other point of the pair of elliptic curve points.

46. (New) The elliptic curve random number generator system of claim 45, wherein the at

least one of the pair of inputs is obtained from an output of a hash function.

47. (New) The elliptic curve random number generator system of claim 46, wherein the other

input of the pair of inputs is obtained from an output of a hash function.

48. (New) The elliptic curve random number generator system of claim 46, wherein the other

input of the pair of inputs is used as an input to the hash function.

49. (New) The elliptic curve random number generator system of claim 46, wherein the other

input of the pair of inputs represents an elliptic curve point.

50. (New) The elliptic curve random number generator system of claim 46, the one or more
processors configured to:
test the output of the hash function to determine whether the output is a valid coordinate

of a point on an elliptic curve before using the output as one of the inputs.

51. (New) The elliptic curve random number generator system of claim 50, wherein the

output is a valid coordinate of a first elliptic curve point, and the one or more processors are
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configured to obtain another coordinate of the first elliptic curve point before using the first

elliptic curve point as one of the inputs.

52. (New) The elliptic curve random number generator system of claim 45, the one or more
processors configured to use a secret value to compute scalar multiples of each of the points

represented by the pair of inputs.

53. (New) The elliptic curve random number generator system of claim 52, the one or more
processors configured to use one of the scalar multiples to derive the random number and using

the other of the scalar multiples to change the secret value for subsequent use.

54. (New) The elliptic curve random number generator system of claim 52, the one or more
processors configured to derive the random number from one of the scalar multiples by selecting
one coordinate of the point represented by the one of the scalar multiples and truncating the

coordinate to a bit string for use as the random number.

55. (New) The elliptic curve random number generator system of claim 54, wherein
truncating the coordinate includes removing the highest order half of the bits in an elliptic curve

point representation.

56. (New) The elliptic curve random number generator system of claim 52, the one or more
processors configured to derive the random number from one of the scalar multiples by selecting
one coordinate of the point represented by the one of the scalar multiples and hashing the one

coordinate to provide a bit string for use as the random number.
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REMARKS

This Preliminary Amendment is being filed concurrently with the application. The
specification is currently amended to refer to the parent application. Claims 1-19 are currently
canceled, and claims 20-56 are currently added. It is respectfully requested that all claims be
examined in view of the amendments set forth above.

No fees are believed to be due. However, please apply any deficiencies or any other

required fees or any credits to Deposit Account 06-1050, referencing the above attorney docket

number.
Respectfully submitted,
Date: February 19, 2013 /Michael K. Henry/
Michael K. Henry, Ph.D.
Reg. No. 59,516
Customer Number 94149

Fish & Richardson P.C.
Telephone: (214) 747-5070
Facsimile: (877) 769-7945
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Title
ELLIPTIC CURVE RANDOM NUMBER GENERATION

Preliminary Class
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
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license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 2314
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus OR |x
a Independent * Minus | *** =
E (37 CFR 1.16(h) OR |x
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 GFR 1.16())) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus ** =
= (37 CF% ?.16(i)) OR |x
% Independent * Minus | *** = OR N
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 GFR 1.16()))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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I hereby acknowledge that the Department of Defense reviewers have inspected this application in administration of 35 USC
181 on behalf of the Agencies/Commands specified below. DoD reviewers will not divulge any information from this
application for any purpose other than administration of 35 USC 181.

Defense Agency Recommendation Reviewer Name Date Reviewed
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Defense Agency Reviewer Name ' Date Viewed PDF
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The above-identified application will be electronically published as a patent application publication pursuant to 37
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The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.
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PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.
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